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Abstract— The proliferation of virtualization or containerization has created a new state of the art in the
networking domain; Software Defined Networking (SDN). In the prior state of the art, networking was
performed through two abstractions, a "Data plane” and a "Control plane.” Whereas in SDN, it's done via
a new centralized "Network OS" and a "Virtualization Layer." The "Network OS" runs on servers, observing
and controlling the data plane of the "Virtualization Layer." Even though this architecture has given
flexibility and agility to new network development and management, but it has created various security
vulnerabilities like confidentiality, integrity, availability, etc. Here in this paper, a novel blockchain-based
architecture has been proposed to unravel a particular issue, denial of services (DoS). In the proposed state
of the art, a novel layered architecture has been considered. From the top, the control plane has been
decomposed into a decentralized blockchain layer. A fog layer follows this. Blockchain-based multiple fog
nodes or fog servers will be connected to numerous blockchain light nodes inside the fog layer. The user
plane will be directly related to the fog layer. Also, here a particular type of intelligent node has been
introduced. The proposed state-of-the-art shows more willingness and adaptability to surpass the challenges
of vulnerabilities due to DoS and DDoS while maintaining scalability.

Keywords— Blockchain, Chaos Theory, Control Plane, Fog Server, User Plane, Software-Defined

network.

I.  INTRODUCTION

Lack of scalability, adaptability, flexibility, and speed in
a traditional network, has given birth to "Teleco Cloud"
[3,4]. The component of Teleco Cloud, Network Function
Virtualization (NFV), and SDN (Software Defined
Network) is the convergence between cloud computing and
telecom networking, supporting real-time on-demand
capacity and reachability with minimum latency. Here our
topic of discussion is SDN and its security concern.
Software-defined networks (SDNs) decouples the data
plane from their control management plane. It replaces the
conventional TCP/IP architecture [1,2]. The control plane
and data plane were coupled as a unified body in traditional
networking architecture. In a Software-defined network, the
control plane becomes a central entity or brain to govern the
user plane. With this convention, the OPEX and CAPEX of
network management can be reduced drastically. Gartner's
research indicates that a move to SDN-enabled switches
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replaces expensive core switching platforms and can deliver
capital savings of between 30% and 70% (CAPEX), with
OPEX savings of over 30% [13]. The cause of OPEX saving
is the reduction of manual work on individual servers and
switches. With virtualization/containerization, many
functions can be rolled up and managed at a time. A small
group of network engineers can manage more setup,
deployments, and troubleshooting. CAPEX reduction
because virtualization of network resources allows less use
of high-end equipment. It will enable organizations to get
more out of less and scale at a less incremental value. It can
reduce redundant capacity needs and costs.

Many multi-controller or uni-controller SDN had
been proposed with vertical and horizontal type
communications to manage and control the massive or
large-scale networks. In vertical communication, OpenFlow
[5], like protocol on top of the Transmission Control
Protocol (TCP) and combination of Transport Layer
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Security (TLS) protocol, manages the southbound interface
between the Controller and the forwarding devices by
telling the switches where to send data flows. The
northbound interface helps to manage the communication
between the Controller and the applications. In horizontal
communication, multi-controller environment controllers
exchange information about network topology between
them by their east-west interfaces. It is paramount for the
Controller to maintain a global network view. SDN has one
layered routing and one layer of centralized management,
so the primary emphasis has to be given to security
[6,7,8,9,10,11]. A compromised controller can send
fraudulent flow information to switches in the data plane or
other controllers in multi-controller architecture, leading to
various Denial of Services (DoS) and malfunction. The
aggregation of the entire network management and
configuration in a centralized SDN controller can be
considered a single point of failure in the case of DoS.

The proposed state of art advocates a decentralized
blockchain-based controller plane with full nodes and a Fog
layered user plane with light blockchain nodes to impede
the above effect. Managing a decentralized database by
multiple participants with distributed consensus is called
Distributed Ledger Technology (DLT). Blockchain is a
DLT in which transactions are recorded with an immutable
cryptographic signature called a hash. A node (block)
contains data, a hash value, and the previous block’s hash
value in the blockchain. A node in a blockchain has three
particular basic tasks like storing and saving a block’s
transaction history, validating a new block, and updating
other nodes in the blockchain to ensure all nodes on the
blockchain have the latest information. It is easy to detect
changes when the hash is utilized—the main reason for ever
rocketing interest in blockchain is its applicability in virtual
infrastructure. Blockchain solves the problem of trust and
provides transparency, immutability, traceability, and
security. Itis a decentralized P2P-based transparent network
where complete control is given to the user without the
intervention of a middleman. Due to its decentralized
nature, the scope of scalability is very massive. But the
question is can it subdue the problem of DoS? It has been
shown that a '51% attack' in cryptocurrency is the most
severe DoS attack. In a '51% attack,' one miner or mining
group gains enough hash power to take control of 51% or
more of a blockchain network and double-spend the
cryptocurrency involved. But the chances are significantly
less due to complex mathematical hashes and computing
power limitations a miner has to go with [17]. We can
consider the same impact as 'A grey swan' impact in our
blockchain-based SDN, where the event is known and
potentially extraordinarily significant but considered not
very likely to happen. So, we can say utilization of
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blockchain-based system decentralized not only the Control
Plane but also User plane somewhat can suppress the
massive impact of DoS. But still, the effect of DDoS we
need to look for.

Fog computing is an extended version of cloud
computing. Fog computing services are near to the end
devices. Due to proximity to the end devices, this
computing paradigm is a significant advantage over other
traditional computing models [14]. The significant Fog
characteristics are its dense distribution and its mobility
support. Services are hosted by the network edge or even
end devices such as set-top-boxes or access points. By doing
it, Fog reduces service latency and improves QoS, resulting
in a superior user experience. Fog Computing supports
emerging loT  applications that demand real-
time/predictable latency (industrial automation,
transportation, networks of sensors, and actuators). Thanks
to its wide geographical distribution, the Fog paradigm is
aptly positioned for big real-time data and real-time
analytics. Fog supports closely distributed data collection
points, adding a fourth axis to the often-mentioned Big Data
dimensions (volume, variety, and velocity). The drawbacks
of cloud computing, like the risk of data confidentiality,
level of security, and data encryption, have been curbed by
fog computing to more precisely secure user data [12]. Fog
applications can keep detailed personal data at the edge,
transferring only aggregated or properly anonymized data
to the cloud.

Many existing studies highlight security and other issues
with SDN. We have pin down a specific scenario in which
the SDN architecture becomes vulnerable to attackers.
These vulnerabilities allow attackers to enforce a distributed
denial of service (DDoS) attack on the network. The DDoS
attack can be performed by frequently sending unique
packets requests to the Controller. For this research study,
we are trying to curb DDoS or DoS. Cisco has forecasted,
the total number of DDoS attacks will increase doubly from
7.9 million in 2018 to something over 15 million by 2023.
[16]. A10 State of DD0oS Weapons Report for H2 2020 has
suggested an expansion of over 12% in the number of
potential DDoS weapons. A total of nearly 12.5 million
weapons has been detected. It can lead to severe real-time
network traffic management issues [15].

We propose a distributed architecture with a Fog
layer between SDN's infrastructure and control layers to
address the earlier issue. It has distributed Fog nodes or
servers, which are full blockchain nodes, gradually
increasing based on transaction demand. An algorithm can
be used for dynamic node/server allocation by which server
load-balancing can be maintained. These nodes are
connected to multiple light node blockchain nodes. These
nodes hold transaction information state request/reply from
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individual switches/firewalls. Each node of the Fog layer
has been connected to the multiple controller nodes. Also,
for the control layer, a single master controller and multiple
redundant controllers have been considered. Here the
controllers are members of the blockchain. The master
controller creates blocks, and redundant nodes in
blockchain monitor its behavior. It helps secure inter-
controller communication.

Our objective is to detect DoS or DDoS in the
system (SDN) and minimize its impact. We have
categorized two types of user transaction blocks, one who's
are authenticated and the other who has the potential to
become malicious, the reason for the DoS attack. We have
tried to apply the "Chaotic Dynamical System"
phenomenon to detect any potential DoS-related network
issues. Because chaos is more about nonlinearity (i.e., A
influences B, which in turn influences A, but all of this
occurs in continuous time), the outcome of the Chaotic
system is not random. The wild deviations in output can be
predicted deterministically from even small changes in
initial conditions. So, there is "order" (as opposed to
randomness and unpredictability) in chaos. We have tried to
implement this phenomenon during block creation and
transactions during north-southbound or east-westbound
traffic control and management between Control Plane and
Data Plane.

After that, we have attempted to utilize '‘Bayesian Nash
Equilibrium' between authenticated and malicious block
transactions. Where chosen strategy of an established
transaction block we call it as 'Random blocks' and will
provide the best possible results out of all the possible
approaches, regardless of the strategy that the malicious
transaction block or uses. For vicious block, we have chosen
a name called 'Superblock." At the same time, the system
will generate blocking control over negative transaction
blocks. Our proposed solution considers each block as a
self-sufficient and intelligent block that can make
transaction decisions. This type of block has been tuned
with a distributed DNN model. All blocks are self-replica
when it comes to decision-making, even though they may
have a different state at a specific time. Our proposed
hypothesis can help the system prevent the DoS attack and
expedite scheduling and load balancing among various
nodes and increase the overall efficiency of the SDN
network. Also, the use of blockchain with our proposed
method gives us two layers of securities. One from use of
blockchain itself as with ever-growing nodes in Blockchain-
based system decreases the chances of '51% attack' as the
cost of penetrating network is very high for any miner. Also
use of Intelligent autonomous distributed blockchain nodes
gives another edge of various kinds of DoS attacks. The use
of the proposed architecture decreases the latency as
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blockchain nodes in the data plane in case any suspicious
action can take its own decision without further forwarding
the request to Controller.

Il. THE OBJECTIVE OF STUDY, RELATED
WORK, AND NOVELTY

Switch from traditional networks to Software-Defined
Networks (SDN) is invigorated due to more flexibility,
efficiency, and cost-effectiveness. But most of the SDN
development is within the purview of features, not security;
these SDNSs are vulnerable to numerous attack vectors; also
centralized nature of SDN appends more security concerns.
In traditional networks, hosts or servers on the network
would primarily be at risk from attacks, but now with SDN,
new APIs and vulnerabilities are exhibited for the network
itself. Once a single reprobate element like a switch or
firewall, injected by a hacker and is accepted by an SDN, it
can disrupt communications on the network in various
ways. Denial of Services (DoS) is one of them. Therefore,
any holistic security system is needed to counter these
menaces to Software-Defined Networks. At the same time,
the impact of SDN's performance should maintain a
standard; also, it will be able to generate warning signs and
a forensically auditable log about the states on the network.
Many researchers have propounded several solutions to
restrain the security issue like DoS. Blockchain is one of
them. The use of Blockchain in SDN captures a forensically
auditable and unchangeable log of anything that happens on
the SDN, which can further be utilized to reject any
alteration from a rouge peer. In their research paper,
Blockchain-based Controller Against False Flow Rule
Injection in S.D.N., Boukria, et al. [23] has provided a
blockchain-based method to enhance the SDN controller's
security. Their objective was based on attack detection and
prevention. In another research paper, Towards Blockchain-
Based Software-Defined Networking: Security Challenges
and Solutions, Wenjuan et al. [24] have provided a solution
for security concerns by decentralizing the control plane
using blockchain. In their research paper, Yazdinejad et al.
[25] has proposed a secure and energy-efficient blockchain-
enabled architecture of SDN controllers for 10T networks
using a cluster structure with a new routing protocol. They
have used public and private blockchains for peer-to-peer
(P2P) communication between loT devices and SDN
controllers. In another research work, Block Flow: A
Decentralized SDN Controller Using Block-chain,
Krishnamohan et al. [26] had proposed a holistic
Blockchain-based control plane that will curb the Denial-
of-Service attacks. In their research paper, Tselios et al. [27]
describes the Blockchain paradigm's design principles and
advocated the reasons that render blockchain as a significant
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security factor for solutions when SDN and loT are
integrated.

The idea of decentralizing the control unit seems
ubiquitous in various research papers to tackle the DoS
issue. By our research work, we also strongly support that.
However, the decentralized nature of blockchain drastically
limits its performance (e.g., throughput and latency) [29].
For example, well-known cryptocurrency Bitcoin can only
achieve a low throughput of 7 transactions per second
(TPS), and it takes around 10 minutes for a transaction to
get confirmed [28]. But to deploy the concept of
Blockchain-based control plane SDN in 5G NR where
URLCC (Ultra Reliability Low Latency Communication)
and eMBB (Enhance Mobile Broadband) are the prime
attributes, it may hinder the Quality of Services (QoS) that

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

it promises to deliver. Our proposed solution to mitigate the
before mentioned QoS advocates a Blockchain-based SDN
system where both control and user plane can be structured
with the help of intelligent blockchain nodes. Each can
make its own decisions about flow control in the network.
If an intelligent node in the user plane detects the flow
request is malicious, it can restrict it with further forwarding
to control plane nodes. This sort of communication will
automatically maintain the reduced latency factor. Also, in
our proposed architecture, the user plane nodes are driven
by light blockchain nodes. Light nodes are those entities that
prefer to store only a subset of the blocks connected to a Full
node. In our case, the full node is a Fog server. This kind of
architecture will create a performance enhancement from all
proposed prior art in this field.

Control Plane

|
Control Plane |

User Plane J\

— N\ Een

: \..'.\\\.
= Lt SN -
Control Plane Control PIaneJ
______________________ |
UserPlane [ | UserPlane

Traditional Networking

\
—

= __ ___ |
I Control Plane |-
\_ ... - o A~ SDN CDnﬁerIIEr Layer P . o~ A
N U ; VoYY
[ User Plane [ User Plane 1 User Plane
B = =" i
Infrastructure Layer Y,
e -
Software Define Network Netwarking
I Morth Bound Interface  Datasigna ‘
Fas
J\/L South Bound Interface ------ Cortrol Signal

SDN Application Layer

t
*

e

4 k4
' +

Fig 1. Difference between Traditional and SDN Network

I1.  BACKGROUND
A. SDN (SOFTWARE-DEFINED NETWORK):

We are living in a world where open-source platform
thrives innovation. Open source enriches ingenuity; a
programmer or community of programmers can use pre-
existing code to enhance the software and even develop
their inventions. All prior arts related to traditional
networking were predominately based on proprietary
Network switches in data centers. The maintenance and
management costs were huge, and the innovation in
networking was slow. Today, data centers are exploding.
The networks in these data centers cannot deal with
changing workflows like a cloud where tenants come and
go, where the network is bursty, and it costs tons of money
to keep hardware that would otherwise be idle powered up
and cool. As a result, a researcher in networking was dealing
with all of the issues related to giant cloud data centers. To
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restrain this impact researcher has developed a concept of
virtualization and containerization, and the open-source
paradigm has given an ultra edge to this state of arts. SDN
or Software define network is a state of the art where
decoupling software from hardware has been done by taking
aide from virtualization and open-source platform.
Routers/Switches are programmable components on
opensource. Any experience coder can deploy their protocol
to the router/switch with the help of OpenFlow 2.0. Also,
it's possible to deploy the traditional age-old protocols like
SNMP, OSPF, UPnP, NAT, NTP, etc., on the routers &
switches. The software can define the network, i.e.,
protocols to be handled in the switches and treat the packets
in the network device. But to support this infrastructure,
there was a need to separate the Intelligence and Datapath.
The Control Plane, which consisted of all the intelligence of
routing protocols, configuration, etc., is moved out of the
box and kept centrally, which can control many network
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devices at a time. One analogy can be given here: our brain
is centralized, and we have so many parts of our body acting
on the brain's commands. So, SDN is a new paradigm in
networking that allows virtualizing the network.

OpenFlow allows the control plane to be co-located on
a compute node in a data center and an agent running on the
switch. In simple terms, the compute node half of
OpenFlow can read statistics from the switch and change
the forwarding plane in response by sending commands to
the OpenFlow agent on the switch.

B. PROBLEM OF CENTRALIZED CONTROL PLANE
AND DOS/DDOS ATTACKS:

Various types of network topologies are available here
in the context of SDN. We will describe a few of them
relevant to our research work. A system whose components
are located on different networks, and to coordinate, they
pass messages among them known as a Distributed System.

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

A Decentralized network architecture distributes its
workloads among several machines instead of a single
central server unit. In contrast, a Centralized network
architecture is built around a single service point that
handles significant processing. The Control plane controller
or the brain part of SDN is a dynamic manager who single-
handedly commands and manages the traffic request once it
receives it from the data plane or user plane. The Controller
takes all the decisions by entrusting the only
implementation to the subordinates. Few factors govern the
brain part like Uniformity of action, Facilitating Integration,
Handling Emergencies. One of the significant issues with a
centralized controlling system is that it can't scale up
vertically once a specific limit has been reached — After that
limit, even if we increase the hardware and software
capabilities of the central server node, the performance will
not increase ultimately leading to a cost/benefit ratio < 1.

CENTRALIZED
(A)

DECENTRALIZED

DISTRIBUTED
()

Fig 2. System topology of centralized, decentralized, and distributed system

Another major problem is when the traffic spikes
as the controlling server have a finite open port. It can listen
to the clients, leading to a Denial-of-Service attack or
Distributed Denial-of-Service attack—flooding a network
with ineffectual data so that authentic traffic cannot get
through. Various kinds of DoS attacks are available. An
imposter user can remotely overload a system's CPU so that
valid requests cannot be processed. One typical example is
triggering a rapid series of false login attempts that lockout
accounts from logging in. The most common type of DoS
attacks are,

i) ICMP flood - It leverages misconfigured network
devices. An intruder sends spoofed packets that
ping every other host on the targeted network
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instead of just one specific host. The network was
eventually triggered to amplify the traffic. This
attack is also known as the 'smurf attack' or 'ping
of death.'

i) SYN flood — An intruder sends a request to connect
to a server host, but it never completes the
handshake. And it continues until all open ports are
entirely saturated with requests, and for this,
suddenly, no ports become available for legitimate
users to connect with.
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Fig 3. Various types of DoS or DDoS attacks in 2020 January to 2021 March [30]
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Fig 4. Distribution of DDoS attacks [30]

One of the most vicious types of DoS attacks is the
Distributed Denial of Service (DDoS) attack. A DDoS
attack occurs when collective systems orchestrate a
synchronized DosS attack to a single target. Here, instead of
being attacked from one place, the target is attacked from
many places at once. The distribution of hosts in a DDoS
provides the attacker immense advantages. Also, they are
hard to detect due to the random distribution of the attacking
system. The impact of the DoS attack is enormous. Any
SDN model can be hugely targeted by DoS and DDoS,
leading to complete system failure. So, to restrain the effects
of DoS or DDoS, decentralization of Controller is required;
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else it will fail to provide promised QoS. Below are some
data supplied by the F5 lab, Application threat, and
intelligence [30].

In Figure 4, Zipfian distribution is the probability of
occurrence that follows Zipf's law, which relates rank order
and frequency of occurrence.

C. IMPORTANCE OF BLOCKCHAIN:

Invented by Satoshi Nakamoto in 2008, blockchain was
a revolution in the digital world. It became a pioneer of a
decentralized network to store data. The entire process has
three ingredients: Blocks, Nodes, and Miners. A block
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accommodates the data records. Each block contains a
unique randomly generated number—a reference to the
previous block. Miners are the persons who create new
blocks. They use special software to do so. They have to
solve a very complex math problem to create a block. For a
new transaction to be updated, they have to be approved by
the network of nodes. Due to decentralization, people can
check each transaction. The authenticity of blockchain is
secured by digital signature. Blockchain is tamper-proof
and cannot be changed for its encryption and digital
signatures. All the network participants in blockchain reach

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

an agreement that is familiar as consensus. For all the
network participants, a common history is obtainable as the
data in the blockchain is recorded digitally, reducing the
probability of fraudulent activity or duplication of
transactions without the intervention of a third party. The
potentiality of blockchain is immense. According to
Gartner, an annual business value of more than US $3
trillion by 2030 will be generated by blockchain. It's also
possible to imagine that 10% to 20% of global economic
infrastructure will be running on blockchain-based systems
by that same year [31].

Once the majority of nodes in

A blockchain network makes use ol
public and private keys in order to form
a digital signature ensuring security

and consenl.
J0

.
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authorization arises.
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such kind of problems is referred tn as
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Fig 5. The overall process flow of Blockchain (Cryptocurrency Bitcoin has been considered)
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Fig 6(a). Prediction of Blockchain market based on different regions [31]

So far, the most prominent attention to Blockchain
technology has been received through cryptocurrencies.

Examples are Bitcoin, Litecoin, Dogecoin, etc. [32]. There
are already existing blockchain-based applications in
industry and the public sector like crowdfunding, tracking
of goods in supply chains, Voting services, and many more
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[33]. Blockchain is vulnerable to various attacks '51%
attack' happens. A rouge miner or user controlling more
than half of the network's total hashing power can perform
this attack. Still, Due to the immense attacking cost to
perform, it is considered very unlikely for a long period.
Another type of most major attack is the 'Sybil Attack. 'The
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attackers can come out with several fake nodes that will
appear genuine to their peers. These fake nodes take part in
corrupting the network to validate unauthorized transactions
and to alter valid transactions. All these can lead to DOS or
DDoS. While considering our model, we have considered
these situations. But since the size of SDN is very massive
hence the total number of blocks will be huge. So, the
possibility of a '51% attack' will be too expensive for a
rogue user. Also, If you can detect the intruder by an early
attention mechanism, 'Sybil' and '51% attack 'can be
prevented [38-45]. In our idea, we have proposed a similar
kind of thinking. In our case, nodes are intelligent and self-
sufficient to make a decision. Blockchain also brings some
negative impacts; blockchains require much computing
power and energy [35]. For example, for Bitcoin alone, it
had been calculated that by 2020 it might use as much
energy as Denmark [34]. The central problem is that all
transactions in the blockchain must be processed
pervasively by everyone, and also everyone must have a
copy of the global ledger. So, if we are proposing a
blockchain-based architecture, we must find a solution that
can decimate the energy consumption effect. One solution
to this problem could be 'HoloChain," where the application
cell in the user has a chunk of code that will define to rule
of the game. It's like DNA. These application cells are
responsible for any action to be taken. Each of these
applications has its ledger. It supports the local view of the
system instead of the Global view which blockchain holds.
Each transaction is monitored by a small set of randomly
chosen peers, who store its transaction data, check it against
their copy of the transaction rule, and broadcast an alert if
they see anything wrong. The insertion time complexity for
blockchain is O(n?), while Holochain is O (n log(n)), where
n is the nodes number in the network. Also, 'Holochain' is
infinitely scalable. So, it gives an added advantage [36,37].
It talks about an intelligent node with a local view. Our
proposed solution for an SDN has tried to address the
concept of 'Holochain' in this regard.

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

D. WHY BLOCKCHAIN LIGHT NODES?

As said earlier, the energy consumption of a blockchain
node is very high, and due to complex execution, there may
be a delay in the network. Most of the DoS or DDoS attacks
are first initialized in the User plane for an SDN network.
Knowing a mechanism that can take immediate action based
on the transaction request before sending it to the user
plane's control plane will generate more incredible value.
Hence, we have incorporated the concept of lightweight
blockchain nodes in our proposed hypothesis. The user
plane data can be kept on a light node of the blockchain. It's
needless to mention later, after any action taken by the
lightweight node, the action course has to be broadcasted in
the upper and lower layer or in the same layer later or at the
same time. In the case of a light node, we have the most
recent blocks. Whereas in a full node, we have the entire
chain on your device. It is not required to download the
whole blockchain. Light Weight nodes are connected to a
server with a synchronized node, enabling users to work
immediately. So, the time complexity of taking immediate
action will be far better benefitting.

E. FOG SERVER

We have stated before that our model can achieve an
improved performance considering low latency. The
lightweight blockchain node on top of the Data plane
addresses that. But to make it more efficient, we have
brought the conception of Fog computing. Fog computing,
also called Edge Computing, is mainly intended for
distributed computing where numerous “peripheral”
devices connect to a cloud-like SDN. These are the switches
or routers. These devices will generate immense raw data
(SDN, due to colossal network requirements for sustained
traffic). Still, instead of forwarding all this data to remote
cloud-based servers, they process the data locally. The idea
behind fog computing is to reduce bandwidth requirements.
Also, the same devices that generated the data process the
data locally rather than remotely, the latency response is
minimized concerning input [46-51].
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Fig 6(b). Prediction of Blockchain market based on different regions [31]
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IV. METHODOLOGY

An event is deterministic if the previous physical event
ultimately determines it. Nonlinear dynamics is the study of
systems that are described by nonlinear equations of
motion. The theory of nonlinear dynamical systems (chaos
theory) deals with deterministic systems that exhibit a
complicated, apparently random-looking behavior [18].
When DaoS attacks are sufficiently strong, the trajectories of
the state may leave the linearization region, which may in
turn cause instability due to the nonlinearity of the dynamics
leads to chaos in the network [19]. A tiny change in the
state, as mentioned earlier, can cause crucial changes in the
outcome of the dynamic system. This is known as the
'‘Butterfly Effect.’ This highlights that the future cannot be
predicted even in deterministic systems, entirely dependent
on their initial conditions without any random elements.
This is described as chaotic behavior or simply chaos [20].
Jianwen Chen et al. [21] had provided a concept based on
artificial intelligence technology that exploits nearly
complementary information of each node. They had divided
two types of blockchain nodes based on average transaction
number (ATN) 'Supernodes' and '‘Randomnodes." ATN has
been trained by any DNN model like CNN, where its
objective will be to predict the average transaction number
of each node. One node is awarded a 'Supernode' as long as
its rank is higher than a threshold value. So 'Supernodes' are
nodes with more powerful computational capability, less
network latency, more mining equipment. 'Random' nodes
are nodes apart from 'Supernodes,’ which guarantee the
fairness of the network.

N = Super U Random 1)

Our proposed method advocates a Multi-tenant
intelligent brain that will be shared among all the blocks.
Multi-tenant refers to an architecture where a single
instance of the application is being shared. Now here, the
Intelligent brain's training part will be done by data
parallelism. The training data are split into non-overlapping
chunks and fed into the model replicas of the workers for
training. So, each blockchain node will have a local and a
global view, and it makes a decision. Chonka et al. [22], in
their paper, has suggested a DNN model where they had a
state that DDoS traffic causes a strange attractor to develop
in the pattern of network traffic; we have tried to
amalgamate the idea with our prosed idea for detection of
DoS in SDN based blockchain system. So now, this part of
the intelligent brain inside nodes is self-similar. This means
it's exactly or approximately similar to a piece of itself by
its nature. We pick two types of blocks: Bs as 'Super Block'
B, as 'Random Block.' We pick B, as a typical block where
the moderate transaction happens below a threshold value
and Bs where there is a high probability of attack traffic.
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B+1=f(By) (2)
Bs+1:f(Bs) (3)

Where f (B) maps the nonlinear function of the
dimension of the input variables, which is similar to the
dimension of output variables. From (2) and (3), we can
sequence of form

BrO,Br]_, Br2,Br3 ............ BrN (4)
BrO""ABrO, Br1+ABr1, Br2+ABr2, Br3+ABr3- . -BrN+ABrN (5)
BSO+ABrO, le+ABr1, BSZ+ABFZ1 BSS+ABr3 .. -BSN+ABI'N (6)

The sequence (4) (5) are the orbit or trajectory of (2),
representing standard transaction and changed transaction
due to new transaction or sudden bursty transaction. A
trajectory is a path tracked down by a changing body here,
a transaction; an orbit is a periodically repeated trajectory.
Equation (6) is the orbit or trajectory of the 'Random Node'
transaction to the 'Supper Node' transaction, given in (3).
Our assumption, in this case, is supernodes will hold the
critical information of DoS. Now consider the two points in
space, random Node (Bro) and Super Node (Bso + A Bro). We
assume that transactions are associated with fixpoints which
diminish asymptotically with A B, (B, t). We have also
considered that in our model that at any time the random
block orbit diverges exponentially but eventually settles, it
is either due to a new transaction entering the system or a
burst of legitimate transactions. This behavior is modeled in
(5). If the function A By (Bro, t) behaves ‘chaotically' when
a new transaction enters the blocks, the function changes to
A Bs (Bso, t). Based on the assumptions above, we study the
mean exponential rate of divergence between these two
close orbits (normal and new transaction to see if it is attack
traffic) using the Lyapunov Exponent.

. 1 |A Br(Bro,t) |
nax = Lim = in 2BETOD |
B-ooot |4aBro|

()

If Amax <1, the transaction orbits attract a stable fixed
point from when they diverge due to new legitimate
transactions, or bursty legitimate transactions, entering the
system. This means that the change in the transaction phase-

space graph is not caused by DDoS attack traffic.

If Amax =1, the transaction phase-space graph is in a
steady state. This event means that the introduced
transaction traffic has moved the similar transaction line up
and down; it can be a new standard for detecting attack
transaction traffic.

If Amax >1, the transaction traffic orbit is chaotic and
unstable, which means the nearby points will diverge to any
arbitrary separation. This is a representation of attack
transaction traffic that an attacker introduced into the
system. This transaction traffic is considered to be DDoS
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attack traffic and dropped by any neural network-trained
filters.

We have previously stated that all the nodes in
blockchain architecture will be self-sufficient as they have
an internal intelligence driven from a shared global and
local view; also, these nodes have decision-making
capabilities that any DNN filters can train, hence in case
DoS occurs, a node can self-sufficiently take the next course
of action which will further curb the effect of DoS. The
main objective while taking self-decision is to block itself
for a particular type of transaction or from a specific type of
user; a node needs to investigate the possibilities for rational
behavior of the other nodes and self. This type of practice
can be found in '‘Game Theory." It's a kind of a notion of
equilibrium. The idea is that if somehow, the node can
decide under the rules to choose a particular strategy, this is
a sign of stability, and features associated with such a
collective choice can be expected to be observed. Assume
that there are n nodes and that the loss (Which can be
expressed by a maximum utilization threshold- current
utilization) for node a real-valued loss function gives me
(X1,..., xn) 2Ci (X1, ..., Xn) Where X, ..., xn represents the
strategic choices by the nodes. The set of strategies xi, ...,
Xn defines a 'Nash equilibrium' if no node can benefit from
a change of strategy provided the other node stick to their
strategy. Since we have multiple nodes which will be in
action with different strategies, whether to continue with the
particular type of transaction or with a specific user, a
mixed-strategy Nash equilibrium can be considered as we
are working with multiple nodes. A mixed strategy action
profile has the property that no single player or node can
obtain a higher expected payoff (utility) according to the
player's or node's preference overall. Still, this state has its
issues as the stage increases; the outcome becomes

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

inefficient. Hence, we have considered a Bayesian approach
by assuming that each node may be of several types (based
on scheduling strategies). A class specifies the information
a node possesses regarding the system (global or local
view). The resulting refinement of Nash's equilibrium is
called a 'Bayes—Nash Equilibrium' (BNE). In case anyhow
a node is unable to capture any local or global view data
transaction. A Basian Nash Equilibrium can help to resolve
the problem.

The overall algorithm looks like below:

1. Transaction request receives from Switch/firewall to
another Switch/firewall in Fog interim layer's
lightweight node via Fog server node.

2. Evaluate Amax at interim Fog server node and in light
node.

IF Amax<1:

i) Request sent to a node of Control plane

i) Guidance and acknowledgment received in Fog
server node via lightweight node.

iii) Transmission happens.

iv) Each transaction will be determined based on
'‘Bayesian Nash equilibrium' depending on the
state of other nodes as well.

IF Amax=1:

i) Request sent to a node of the Control plane.

i) Guidance and acknowledgment received in Fog
server node via lightweight node.

iii) Transmission happens.

iv) Update an Alarm for a probable new standard of

attack in every node.
Else:

l. Discard in Fog Interim layer. No need to proceed
further in Control Plane.

Response Time(ms)
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3 |
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B I | |
& o= |
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Fig 7. Comparison of response time
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V. RESULT

We have presented the implementation detail, and now
let's find out our proposed architecture's experimental
results. We have carried extensive experiments to evaluate
our approach in terms of accuracy, security, and efficiency.
Our investigation shows that our proposed method's result
is better in response time than SDN's decentralized control
plane.

Also, our experiment shows the accuracy of our
proposed system is more than 92%.

A CPU-based cluster of 10 Intel i7 1.6 GHz with 32 GB
RAM servers and an SDN-based blockchain network with
ten controllers/verifications and 990 request/response nodes
has been used. The below result shows the delay in the
network due to the proposed solution.

A Novel Blockchain based Software Defined Network(SDN) Architecture to Curb the Impact of

VI. CONCLUSION AND FUTURE WORK

In this research paper, we have developed an architecture
and method for Software Defined Network to curb the
impact of DoS and DDoS. Our central architecture is built
on a Decentralized system. According to general design, our
blockchain-based architecture of SDN comprises fog
server-based blockchain light nodes in the data plane and a
collection of full nodes in the control plane. Once the
aggregated data packets in the gateway are forwarded to the
data plane, comprised of OpenFlow-like switches, these
packets are delivered into a layer consisting of the fog
servers. This fog server holds a full blockchain node and is
further distributed in lightweight nodes. All the nodes in this
layer have the intelligence to decide whether to forward and
discard the data packets. Decision-making criteria for these
nodes are built based on chaos theory, and also, while
working together, intelligent nodes can take decisions based
on Basian Nash Equilibrium.

Table 1. Detection accuracy.

Delay{ms)

Normal Flooding Normal Flooding

Request Request Request Request
15 250 40 252 38 95%
25 850 150 854 146 97%
35 1300 200 1109 191 96%
45 2500 400 2114 386 96%

Delay In network with Packet fiow
//

Number Of packet per secand

Fig 8. Delay response due to the proposed algorithm of DoS detection.

So further action takes place once a node in this fog layer
decides to forward the data packet to the control plane layer,
which is decentralized using full blockchain nodes. These
nodes also are intelligent based on before mention aspects.
So, if any intruder directly tries to access the control plane,
blockchain nodes can take the correct decision where to
forward or discard. Our filtering idea is based on a Deep
neural network that can decide on certain parametric
features associated with DoS and DDoS. DOS and DDoS
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parametric quality are evaluated by the measure of
Lyapunov exponent, which helps characterize the various
forms of synchronization in chaotic dynamics. Lyapunov
exponents measure the growth rates of generic disturbance,
in this case, DoS and DDoS, in a practice where linear
equations can describe their evolution. After that, we
considered that each node in our system would be involved
in the Bayesian game. The reason is time—>0(considering 0
latency in system); each node will have incomplete
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information about other nodes. So, each node now will form
a strategy based on Bayesian Nash equilibrium and take the
further decision. The performances of the proposed
architecture are evaluated in terms of delay, throughput,
accuracy, response time, processing time, and security. The
results of our performance evaluation demonstrate that
compared to the previous work, our proposed architecture
is more efficient and secure.

Next generation of DLT is 'Holochain’. In our future
work, we want to implement an SDN network based on
'Holochain' as the overhead of blockchain can be drastically
reduced via Holochain. Also, we want to create a holistic
approach towards detecting other security concerns in SDN
networks and try to provide an optimized solution for that.
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